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Objectives

=m Records Management
Define what is and is not a record
Benefits of, and steps towards, sound records
management practice
Using Schedules to determine retention times,
destruction rules

E-mail

|— = Files Management
Benefits
Practices
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What is a Record?

"Public record" or "record" means recorded
information that documents a transaction or activity
by or with any public officer, agency or employee of an
agency. Regardless of physical form or characteristic,
the recorded information is a public record if it is
produced, collected, received or retained in pursuance
of law or in connection with the transaction of public
business. The medium upon which such information is
recorded has no bearing on the determination of

—— whether the recording is a public record.

Code of Virginia, Title 42.1 Chapter 7
Virginia Public Records Act
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On the shorthand......

A Record:
m Documents a transaction or activity

m Includes all mediums regardless of physical
form or characteristic

m And is considered a public record if itis
produced, collected, received or retained in
pursuance of law or in connection with the
transaction of public business
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Records are not defined by
FORMAT

m Paper
Index cards, letter or legal size, blueprints, maps

= Micrographics
Microfilm, microfiche, aperture cards

= Audio-Visual
Photographs and negatives, motion pictures, slides, sound
e video gs or any 1 thereof

m Electronic

Databases, spreadsheets, e-mails, Web pages, scanned images,
and multimedia files
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Vital Records

Vital Records are
those records essential
to the operation of the
organization and/or
resumption of
operations following a
disaster. These are
records that you must
have to stay in business,
such as accounts
receivable, patents,
current patient files, or
payroll records.

Frankiin after Hurricane F\uglggg
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What is not a record?

m Reference materials
m Personal correspondence
B Personal materials

m Stationery, blank forms, and publications for
distribution

m Copies of policy and procedure manuals
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The Commonwealth

m Minimize litigation risks

| Ensure federal, state,
and regulatory compliance

m Safeguard vital information
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The Agency or Locality

m Ensure business

continuity
= Support decision VD H: v
making b2t e

m Preserve the
corporate memory

—
Fairfax County Public Schooh|
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The Employees

m Control the growth
of records

= Improve efficiency
and productivity

u Integrate new Records
Management
technologies
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Records management is...

Providing the right information

At the right time
To the right people
Effectively & efficiently

| Atthe
lowest possible cost.

Records Officer/Manager
Responsibilities

m Develop and implement office-wide policies, systems,
standards, and procedures that are in compliance with
the Code of Virginia and LVA standards, guidelines,
etc.

®m Ensure compliance

® |n conjunction with your LVA Records Analyst, prepare
draft retention and disposition schedules for

l—  unscheduled or revised series and submit to the LVA

for approval

m Authorize and sign-off on all transfer and destruction of
records
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Lifecycle of a Record

Create/receipt
Dispos'ﬁ
Y -
Active Use
]
Storage/Maintenance
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Records Series and Records Schedules

Record Series

Related documents normally
filed together because they are related

General Schedule Specific Schedule

Common recods reaed and maintained Recorcsuniqueto anagency and refects
by localities and state agencies &
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http://www.lva.virginia.gov/agencies/records/sched_state/index.htm

-
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Ganersd Schedules for Vegina Localities
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Important Things to Know

1. “Destroy in compliance with No. 8 on the
schedule cover page.”

2. Ifyour records do not fall into any series on
any General Schedule it can not be destroyed.

3. Format does not matter. Content does.

4. Retention periods are not suggestions.
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Benefits of Using Schedules

m Ensures files needed for legal, fiscal or
administrative purposes are not prematurely
destroyed but are not kept around after their value
goes away

Identifies records with longer retention that can be
moved to more economical storage space or to
another repository for permanent storage

Assists with making reformatting decisions, i.e.
converting records to microfilm or scanning them for
use on a computer
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Code of Virginia 8§42.1-86.1

VIRGINIA PUBLIC RECORDS ACT

“C. Each agency shall ensure that records created after July 1, 2006 and
authorized to be destroyed or discarded in accordance with subsection

A, are destroyed or discarded in a timely manner in accordance with

the provisions of this chapter; provided, however, such records that
contain identifying information as defined in clauses (iii) through (ix),

or clause (xii) of subsection C of §18.2-186.3 shall be destroyed within

six months of the expiration of the records retention period.”

What does a “timely manner” mean?
The Library of Virginia interprets “timely manner” to mean that records
scheduled for destruction will be destroyed no later than the end of the
year (calendar or fiscal) in which the retention period expires.




Records Destruction Procedure

m  |dentify what is to be destroyed and how by using
retention schedule

m  Fill out Certificate of Destruction (RM-3 Form)
Iva.virginia.gov/whatwedo/records/forms/index.htm

m  Obtain Approving Official and Records Officer
signatures

®  When records HAVE BEEN DESTROYED obtain
signature of the individual who destroyed the records or
witnessed the destruction.

m Send form with ALL original signatures to the Library of
Virginia
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=
Records Containing SSN’s j
———

17VAC15-12-30: Procedures

“A. Paper records shall be shredded pulped or incinerated. If paper
records

are destroyed within an office or agency, records shall be shredded
by

amechanical cross-cut shredder that reduces paper to size no wider
than 3/8 inches.”

B. Electronic Records
1) Files stored on a computer must not only be deleted but also

f— overwritten using software ...that totally obliterates the data from
being reconstructed.

2)Back-up tapes must be overwritten and obliterated.

3)Magnetic media must be obliterated via software or degaussing

4)CD- ROMS must be incinerated or physically broken into pieces

and rendered unusable.
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Off-Site Storage for
Inactive Records

Why?

m Filing and retrieval of active records are easier
| Frees up equipment for current documents

m Bottom line cost savings

Where?

m State Records Center

m Agency/Locality Records Center or Warehouse
m Commercial Records Center
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Email is not a record
-series —

Email is a format, not a record series. Asking
how to file an email is the same as asking how
to file a piece of paper.

The content determines the
disposition.
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E-mail basics

m You are responsible for managing your sent
and received e-mail.

m Requests from the public must be honored
the same as any other public record request.

|— = E-mail must remain accessible during the
entire retention period.
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Record

Did you create it? Did you receive it?

From outside

From inside

s this a copy 2gency Y
ofarecord another s your department
dep. keeps? e officia

record creator?

Delete when no
longer needed

Delete
sender
should file

Determine type of record
Permanent
lle and celete) Print or file for
rmanent retentio

Informational
or reference

according to
etention periog

E-mail tips

m Use an official signature

® Proofread

® Retain final e-mail in a thread

| Use a useful subject line

m Don't put something in an e-mail that you wouldn’t

want to see in tomorrow’s newspaper
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The Library of Virginia can help

The Records Analysis Section provides you, our client,
the following support:

consult in developing and implementing a records
management program

consult in developing, updating, and modifying
records series and schedules

provide training on policies and procedures

assist with disaster planning and recovery
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State Records Center

L] storal?e for inactive non-permanent records (paper, microfilm,
and digital media) in a climate controlled facility with secure,
controlled access

L] gglé-up services for storage and shredding within 150 miles of the

= confidential shredding of records — paper, microfilm, and
electronic

m degaussing of hard drives

W assist with disaster recovery

-
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C’'mon, gimme a break!!

LIBRAKY OF VERGENEA

Files Management
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Benefits of Good Files Management

= Find what you need quickly, efficiently, and
economically.

® Ensure that records are created, maintained
and accessed in the normal course of business
= Reduce inappropriate access and use

|— = Support integrity and authenticity of the
information
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A well designed filing system

m Uniform

" m Expandable

m Endures regardless of
employee turnover

m Utilizes clear and simple
categories
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Classifications, Locations &

Systems —

= Primary classification
Function and responsibility
Divvy by division

m Secondary classification:
Record series:
relates to a particular subject or function
results from the same activity
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" RECORCS SETENTION AMD DISPOSITION SCHEDULE
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Centralized Filing

m Advantages
greater control over the files
uniformity and consistency is easier to maintain
all information is centrally located
need for duplicate files is eliminated
storage of records requires less equipment and space
requires less work to retire, transfer to storage, or
destroy inactive files

m Disadvantages
Multiple requests for same file
Difficult to ensure confidentiality/security
Surreptitious personal filing
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Decentralized Filing

m Advantages
less chance of folders being misfiled into the wrong
record series
limited access to a record series leads to greater
security and confidentiality
the record series is physically located closer to the user

m Disadvantages
Higher costs for multiple storage units
Multiple copies
Lack of good/consistent filing practices
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Alphabetical Filing System

Advantages:

Best used when records are retrieved by name or topic
No index necessary
Can be effective, if everyone adheres to filing rules
Permits browsing through files
Is searchable electronically
Disadvantages:

More misfiling occurrences than numerical systems
f— Name changes can cause problems with retrieval
Subjects become more specific as system grows

Being more specific means more cross-| 1cing
Unauthorized persons can easily find records
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Alphabetical Filing

Dictionary order -- each subject
is provided its own folder.

Encyclopedic order -- subjects

are grouped into major headings.

[ Individual folders are filed in
alphabetical order behind each heading.
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Dictionary Encyclopedic

Checking Account = Automobiles
: Insurance
Education
Employment jLoans
; hym Maintenance
o Titles
Loans & Mortgages ® Banking
Insurance Checking
Maintenance Savings
Purchases & Warranties = Education
A = Employment
Savings Account » Health
Tax Receipts = Home
Tax Returns Insurance
Titles Maintenance
Mortgage
Warranties
® Taxes
Federal
State

Numeric Filing System

Advantages
Easier to comprehend than alphabetical
Filing expansion is easier
Assign and track numbers electronically
Easy to identify out-of-sequence misfiles
Security
Disadvantages
Requires the use of an index
Easy to transpose numbers
Need for coding delays filing/access
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Numeric Filing System
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Alphanumeric Filing System

Advantages
Codes eliminate the need for long titles.
Security of files is increased because user must
know the meaning of codes before accessing
files.
Disadvantages
Users must first consult index or information
management tool before accessing files

Users must be trained
Misfiles are common and difficult to detect
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Library of Congress Classification
Z733

Z -- BIBLIOGRAPHY. LIBRARY SCIENCE.
INFORMATION RESOURCES (GENERAL)

Subclass Z
Books (General). Writing. Paleography. Book
industries and trade. Libraries. Bibliography
2719723 Libraries (General)
2729-875 Library reports. History.
Statistics.
7881-980 Library catalogs & bulletins

Subclass ZA
Information resources (General)
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File Plan

Document containing the identifying number, title
and description, and disposition of files held in a
particular office. It may also include the physical
location where the specific type of files are
maintained and the custodial responsibility.
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Archival and Information Services (Archives Research, Access Services, Reference Services)

Series Tite & Description. Seies | Disposiion Senecule Namber
No

Dok Statstics: Domuments the servies 2200
pprouec: 0/25/03

o Reports 005297 | PERMANENT
ransfer o Archives hen secumultion
equals 1 cubi o

annua repart
General Patron Information Requests 012325 | Cutoft s st endor - Gsi0m
Destroy utven 2years oldbyshracing.__| Approvee: 8/20/01
Lettor Register: Documents et of 011502 | Cutof flesatendof . 0
incoming correspandance, assignment or Destroy uhen 2year oid Aporoves: o/25/03
response,stions an dates,
Approved: 9/26/03
manuscipt room.
Approved: 9/26/03
0050 archival recordsor reearch purposes
Photo duplication Orders: Forms complted | 011506 | Cutof s stend of PV 0200
Approved: 9/26/03
and o sckaunt for funcs,
o0 20200

archwaimaterl

1 Approved: 9/25/03
patronand snvcing stack tendants
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Challenges

m Too many filing places

Keep common interest files in one location under one
supervisor

m Files don’t mirror business practices
Evaluate and update to accommodate new needs
m Erratic filing decisions
Establish written procedures
Document “unique” cases
m Missing files
— Check out cards
Remove or destroy only with proper authorization
m Too long to find folders
Index the drawers
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__Does your filing system reflect the activities of your office and how they are
conducted?

__Is your filing system easy to understand and use?

__Is there an up-to-date manual for filng procedures?

__Do you have a "controlled vocabulary" for all file categories (or series) and
all subject titles, regardless of format?

__Do naming conventions for your paper records match your electronic
fecords when records in both media relate to the same subject or category?

__Ave your records of common interest centralized?

__Do all office staff know where central files are located and what should be
filed?

__Are records coordinated so that duplicate copies are not kept elsewhere?

__Do you use "out cards" to keep track of borrowed files?
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State Laws and Regulations

m Virginia Public Records Act (VPRA)
Code of Virginia § 42.1-76 et seq.

m Freedom of Information Act (FOIA)
Code of Virginia § 2.2-3700 et seq.

B Government Data Collection and
Dissemination Practices Act
Code of Virginia § 2.2-3800 et seq.

m Copies of Originals as Evidence
Code of Virginia § 8.01-391
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Archives and Records Management Services

LIBRARY OF VIRGINIA

Corey Smith
Records Analyst
corey.smith@lva.virginia.gov
Phone: 804.692.3608
Main: 804.236.3705

http://www.lva.virginia.gov/agencies/records/




